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Introduction

In health care today, artificial intelligence (Al) is reshaping
clinical workflows. One transformative application is ambient
listening, sometimes referred to as the “virtual scribe.” This
technology uses Al to capture conversations between clini-
cians and patients and to generate clinical documentation.

As major electronic health record vendors increasingly
embed ambient listening capacity into their platforms,! Al
is becoming an integral part of mainstream healthcare. From
a compliance perspective, what are the implications for the

healthcare provider?
How the Technology Works

At its core, the virtual scribe brings together several ad-
vanced technologies. To issue-spot, it is necessary to under-
stand the operation and limitations of the technology.

In a clinical setting, the use of a virtual scribe might pro-
ceed as follows. A provider begins a patient encounter by
starting an audio recording on a mobile device at the outset
of a patient visit or care team meeting.? As the conversation
unfolds, automatic speech recognition® converts spoken dia-
logue into text. The Al model* passes the text through a large
language model, which has been trained on vast amounts of
general and medical language.’ It filters out irrelevant chatter
(at least in theory), attempts to distinguish between speakers,
and extracts key clinical elements such as symptoms, diagno-
ses, and treatment plans. The system generates a draft clini-

cal note for the clinician to review. Some platforms go a step
further and prepare suggested orders for tests or prescriptions
for the clinician to review and finalize.

Identifiable Risks

With the impressive capabilities and quick adoption of
virtual scribes, there are several sources of error and a host of
potential risks demanding careful compliance oversight.

One common challenge is the misinterpretation of audio,
as strong accents, poor auditory quality, or background noise
can distort the transcription or cause the system to misattrib-
ute statements to an incorrect speaker.® Another issue is the
concept of hallucination,” which describes Al’s tendency to
insert fabricated or incorrect details with unwarranted con-
fidence. Hallucination occurs in generative Al because the
model relies on patterns and probability rather than cogni-
tion or reasoning.’

Model bias’ is a related concern: if the training data reflect
societal inequities, such as underrepresentation of certain ra-
cial, gender, or socioeconomic groups, the Al can reproduce
and even amplify the disparities. Over time, Al models can

experience drift or degradation,!”

continually reducing ac-
curacy unless closely monitored and retrained. These issues
are compounded by the “black box problem,”!! the idea that
the internal workings of proprietary Al systems are opaque,
which makes it difficult for users to understand their func-

tionality or to audit their outputs.
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Clearly, human oversight is essential. And yet, even when
oversight occurs, the process is vulnerable to automation
bias,!? the tendency to overtrust Al outputs and to overlook
errors, especially as the technology becomes increasingly reli-
able. In essence, as Al becomes more accurate, human safe-
guards tend to become more fragile.

Current Oversight and Regulation

In the face of these changes, what does the provider need
to do to demonstrate compliance?

Currently, there is no fully developed body of law around
Al but instead, a complex legal landscape that is continually
evolving. The current guardrails exist in a patchwork of exist-
ing federal and state laws, developing Al-specific legislation,
shifting executive orders,'? federal regulatory activity'* and
agency guidance,'® and voluntary standards. This will change
— and there is already developing — a field of Al law, in which
there will be experts as with privacy law today. But as of this
writing, we are not there yet.

Vendor Contracting and Privacy Considerations

In identifying the rules of the road, the Health Insurance
Portability and Accountability Act of 1996 (HIPAA) is a good

place to start.!® The implications of HIPAA for Al-enabled
technology are profound.

Under the Privacy Rule, a healthcare provider that accepts
third-party payment and bills electronically for services is a
covered entity and duty-bound to comply with HIPAA’ re-
quirements.17 A software developer, however, typically is not a
health plan, a health care clearinghouse, or a health care pro-
vider and typically does not transmit health information in
electronic form, so typically it is not a covered entity. The use
of the virtual scribe involves the receipt of a protective health
agreement (PHI)!® for a HIPAA-related function — data analy-
sis — so the developer meets the definition of a business associ-
ate.!” Therefore, the parties need a business associate agreement
(BAA),? and the “minimum necessary”*! standard applies.

As a result of the BAA, the software developer will have
contractual obligations to protect the confidentiality of the
provider/client’s PHI. If the business associate violates these
obligations, the breach triggers contractual remedies and po-
tential liability.??

What about the vendor’s use of PHI to train its model? Some
vendors claim their models do not learn from patient data, while
others do want to use the recordings to improve their systems.
Under HIPAA, covered entities and their business associates
may use or disclose PHI for the covered entity’s own treatment,
payment, or health care operations if otherwise consistent with
HIPAA.? But a vendor’s use of PHI to train a commercial Al

model will not necessarily fall within these categories.?*

For the provider seeking to adopt a virtual scribe, what
are the alternatives for maintaining compliance? One op-
tion would be to secure patient authorization for the vendor’s
specific use of PHI for development, training, and product
improvement.?> This approach, however, can be hit-or-miss.
A second option would be to require the vendor to use de-
identified data for any training purposes.® De-identified data
is not considered PHI, and HIPAA does not require patient

permission to use it.?’

Yet, the use of de-identified data can carry its own risks.
In Dinerstein v. Google,”® a former hospital patient brought
a class action alleging that a university hospital had improp-
erly sold his and other patients’ anonymized health records to
Google for research involving the creation of predictive health
models in violation of HIPAA and state law. Although the
hospital had provided de-identified information, the plaintiff
claimed Google could use the anonymized data, together with
other information in its possession from patient use of Google
products while in the hospital (like the Google search engine,
Gmail and Google maps), to re-identify patients. The Seventh
Circuit upheld dismissal on standing grounds, because the
plaindiff failed to show either injury-in-fact from disclosure
or that Google had taken steps to re-identify the patients. The
case illustrates the risks for health care providers if a plain-
tiff can demonstrate actual harm from re-identification, and
raises issues about the adequacy of current requirements and
processes to protect patient privacy and confidentiality.

TJC/CHAI Joint Guidance on the Responsible Use
of Al in Healthcare

In the face of these uncertainties, what’s a healthcare pro-
vider to do? Several emerging frameworks provide guidance
on strategies to protect patient information.

One of these resources is the September 2025 guidance
from the Joint Commission (TJC) and the Coalition for
Health AI (CHAI) on the responsible use of Al in health-
care.?? The TJC/CHAI joint guidance contains a wealth of
information on key elements for implementing clinical and
administrative Al. These include: (i) Al policies and gover-
nance structures; (ii) patient privacy and transparency; (iii)
data security and data use protections; (iv) ongoing quality
monitoring; (v) voluntary, blinded reporting of Al safety-re-
lated events; (vi) risk and bias assessments; and (vii) education
and training.

In the context of Al-enabled technology, the TJC/CHAI
guidance suggests provisions for healthcare providers to con-
sider in their data use agreements with vendors. These in-
clude, for example, using only the minimum necessary data
for the specified purposes; clearly defining the permissible
uses of exported data and prohibiting other uses; prohibiting
the re-identification of de-identified data, and reserving the
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right to audit third-party vendors for compliance and to im-
pose penalties for non-compliance with data use agreements.
The guidance also offers recommendations for processes to
monitor and evaluate the safe performance of Al-enabled
clinical tools.

As the regulatory landscape governing ambient listening
and other Al tools evolves, adherence to these practices and
other developing strategies may help providers sidestep legal,
financial and reputational risks.

Conclusion

Ambient listening technologies offer enormous promise
for reducing administrative burdens and improving docu-
mentation quality. Realizing the promise in a compliant man-
ner will require a clear understanding of the capabilities and
limitations of Al in the clinical setting, coupled with the use
of contractual and systemic guardrails to reduce the potential
for error and to protect patient data.
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TJC and CHAI, “The Responsible Use of Al in Health care”
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